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ALL THE THINGS
WE'VE LEARNT
ABOUT DEPENDABLE
COMPUTER
SYSTEMS...

How We Benefit from Failures ?

State of the Art
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SOFWARE DEVELOPMENT:
HOW DOES IT LOOK LIKE IN EVERYDAY PRACTICE ?

* Challenges to test as, e.q., platforms with many national service
* Unacceptable testing, even in all phases of the development process

* Inadequate testing / analysis tools
* Budgetary constraints

* Time pressure

* Knowledge gaps

 Inefficient communication

* Many bugs were not detected before the code went to production
* Even worse: not tested bug fixes go to production
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WHAT ARE
ANTIFRAGILE
SYSTEMS ?

Definitions







ANTIFRAGILE SOFTWARE SYSTEMS
Fragile Antifragile
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Damaged by Unaffected by Benefit from
a malfunction a malfunction a malfunction

Source: Philip Vervloesem: Thriving in uncertainty:
the promise of an antifragile supply chain
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EXAMPLE OF
ANTIFRAGILE
TECHNIQUES

LLM Prompt Injection Tool




EXAMPLE: AUGUSTUS - LLM PROMPT INJECTION / PEN
TESTING TOOL

* Open Source Vulnerability Scanner by Praetorian. Single Go binary, 210+ probes, 28 LLM providers

https://www.praetorian.com/blog/introducing-augustus-open-source-lim-prompt-injection/
and https://qgithub.com/praetorian-inc/augustus

https://www.praetorian.com/blog/introducing-julius-open-source-lim-service-fingerprinting/
and https://github.com/praetorian-inc/julius

Introducing Augustus: Open Source LLM Prompt
Injection Tool

Evan Leleux, Farida Shafik, Nathan Sportsman, , Noah Tutt ‘ -
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https://github.com/praetorian-inc/augustus
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TIBERIUS

security & safety testing for LLM apps — in Java & JUnit 5

"Augustus had his guard. So does your LLM."

Github:


https://github.com/tiberius-security/tiberius

Tiberius — Attack Coverage b:.r Catea;tury (mapped Iq OWASP LLM Top 1'&}_ S04 o 04

PROWPT_INJECTION ____
onra_exreactron | o=+ - o oo A
CONTEXT_MANIPULATION _— 28+ PRAG poisoning, context overflow
EVASTON _- 154+ Homoglyphs, zero-width characters
FORMAT _EXPLOIT _- 154 Markdown, XML, JSON injection
ADVERSARIAL _ 164+ GCG, AutoDAN token attacks

B identity & content attacks B injection & extraction B evasion & manipulation

ATTACK COVERAGE — TIBERIUS

Iryna Dohndorf - Karakun - Tools-in-Action - Devoxx Belgium 2026



Single scan

gne run per probe — binary pass/fail per probe prompt

Probe library

200+ probes, each with prompt variants

|

Buff mutations
Baseb4 - fictional framing - encoding

optional

LLM generator

Mistral - Anthropic - Ollama

Detector

pattern : keyword : LLM-judge

Pass / Fail per probe

[ Blocked «

]

[ Got through X ]

JSON fixture

prompts - responses - severity
versioned in Git - reusable

Iryna Dohndorf - Karakun - Tools-in-Action - Devoxx Belgium 2026

\
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successRate()

attacks through / total prompts
relative frequency across all probes

SCAN - FIXTURE - VALIDATE



Scan JSON fixture Validate
p[ﬁ&i‘:sg:{;n;t dﬁ:gzid prompts - attacks through e.g. guardrail verification
, PP fixed test artifact L against fixture

N

‘ Passes w Fails
. build continues | build stops

re-scan

antifragile loop

Hardening

‘ guardrails - prompt - retries
WAL - ...

U each cycle the system grows stronger

SCAN - FIXTURE - VALIDATE
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Multi-scan (PUnit integration)
n trials per probe — statistical resistance rate

P ™\
‘ Probe + Buff
| one adversarial probe, mutated )
o e —
" runn times
— | ) —
N : " p N
Trial 1 Trial 2 Trial n
| Generator — Detector ) Generator — Detector L Generator — Detector |
i B
PUnit aggregation
L Bernoulli trials — resistance rate i
P i

Security contract
minResistanceRate(0.99) - assertPasses()

Contract passes ‘ Contract fails
build pipeline stops

build continues J |

b >

JSON fixture
versioned in Git

PROBABILISTIC TESTING — PUNUT

Iryna Dohndorf - Karakun - Tools-in-Action - Devoxx Belgium 2026



DEMO

LLM Prompt Injection Tool




EXAMPLE OF
ANTIFRAGILE
TECHNIQUES

Resilient Data Platform with
Write-Ahead Log at Netflix



NETFLIX RESILIENT DATA PLATFORM:
CHALLENGES

* Accidential data loss and data corruption in DBs
* Network errors, downstream service outages

» System entropy across different datastores (e.g., writing to DB and
Elasticsearch)

* The multiple partition update problem (e.qg., building secondary indices on
top of a NoSQL database)

» Data replication (in-region and across regions)
* Reliable retry mechanisms for real time data pipeline (at scale)




NETFLIX WRITE-AHEAD LOG SYSTEM ARCHITECTURE

* Multi-layer defense: WAL + Cache + Database + Replication

How They Work Together - Simple Example:

° Antlf ra g | I e as p e CtS Let's say you're watching Netflix and update your profile name from "John
° 1 1 1 . il Step 1: Request hits Layer 1 (Cache)
1. No single point of failure: Every layer can fail independently G
* 2. Automatic learning: Kafka + Data Analysis. Each failure potentially 7 You see fosnmyT reht awavt £
|mproves the System Step 2: Request goes to Layer 2 (WAL)
+ Logs: "Change John = Johnny at 10:30:15 AM"
* 3. Chaos Engineering: Intentional failures make the system 7 Stored sately B2
Stronger Step 3: Request goes to Layer 3 (Cassandra)
> Writes to 3 servers in same region
> Confirmed [%4
User Request Step 4: Background process (Layer 4)
v > Copies to US-West region

> Copies to EU region

[EVCache Layer - Redis/Memcached] ¢ Fast reads (microseconds) > How pata sis: glohally sats

d (cache miss)

[Write-Ahead Log (WAL)] « A1l mutations logged If database crashes at Step 3:

!
[Cassandra Database] ¢ Primary data store SEE =chailnert sUlEharay lmhnay

¢ « [74 WAL (Layer 2) has the change recorded
[Multi-Region Replication] ¢ Disaster recovery + [Z When DB recovers, WAL replays the change

s [7 You never noticed anything was wrong!



Source: https://netflixtechblog.com/building-a-resilient-data-platform-with-write-ahead-log-at-netflix-127b6712359a

Queue

2. Send request to queue
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Durable
O Store

Architecture of WAL



Source: https://netflixtechblog.com/building-a-resilient-data-platform-with-write-ahead-log-at-netflix-127b6712359a

ANTIFRAGILE TECHNOLOGIES
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Source: https://netflixtechblog.com/building-a-resilient-data-platform-with-write-ahead-log-at-netflix-127b6712359a

1. Failed request

Client ?i l ‘ ( <~

Kafka

3. WAL sends request after delay
2. Send request

to WAL

\—% WAL - > WAL ntemal
DLO

4, Request fails after several
bockoffs and retries

Backoff and delayed retries for clients producing to Kafka




Source: https://netflixtechblog.com/building-a-resilient-data-platform-with-write-ahead-log-at-netflix-127b6712359a
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RESILIENT VS ANTIFRAGILE

Aspect Resilient System Antifragile System (Netflix)
Failure Response Recover to previous state Improve beyond previous state
Cache Usage Fixed TTL Dynamic TTL based on failures
Replication Static RF=3 Auto-adjusts based on failures
Monitoring Alert on failures Learn patterns, auto-adapt
Testing Occasional tests Continuous chaos engineering




TECHNICAL ASPECTS

Design principles
Anti-principles
Examples
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THE PATH TO ANTIFRAGILITY

Design Principles/ Anti-Principles

* Modularity, Separate Processes / Monolith
* Weak Links - Isolatable / Inseparatable

* Redundancy / Uniqueness

* Diversity / Uniformity

Operational Principles / Anti-Principles
* Fail fast/ Fail slow

* Feedback-Loops / No Feedback-Loops



MODULARITY

Goal: Errors shouldn't cause the whole ¢ Communication between modules must only
system to crash take place via these interfaces; the internal state

, of a module must not be directly accessible.
* Design of components that can operate

independently of each other in order to
minimize the impact of faults on other

components.
Module
* Modules have well-defined interfaces to
ensure loose coupling and enable —
changes to one component without

affecting others. @

Quelle: Kjell Jgrgen Hole: Anti-fragile ICT Systems
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PRACTICE: MICROSERVICES

* Architecture in which an application consists of a
collection of separate, independent services,
each covering a specific business area.

* Microservices can be deployed independently,
are scalable and can be written in different
programming languages.

* Fast development cycles and fault tolerance

* Complexity in management, increased demands
on network communication and the need for
robust monitoring

D
&,
Java
REST
API W
docker
— D
4 \ = S,
: java
API
Gateway =
REST API W‘
APl / docker
D
REST
API W

Iryna Dohndorf - Karakun

docker
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WEAK LINKS

Module

In a modular system, there are connections that
are more fragile to disruptions or failures than
others.

~“Weak Link

Goal: Minimize the spread of errors

Actions:
1. Identification of problematic connections

2. Reduction of negative effects (conversion to
Weak Links)

Quelle: Kjell Jgrgen Hole: Anti-fragile ICT Systems

Unbreakable by design: the secret tech of antifragile software
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WEAK LINKS: PATTERNS

Retry Pattern

Circuit Breaker Pattern
Bulkhead Pattern
Timeout Pattern
Health Check Pattern
Fallback Pattern

Unbreakable by design: the secret tech of antifragile software
Iryna Dohndorf - Karakun




TIMEOUT PATTERN

Goal: Preventing a call
from being blocked

Unbreakable by design: the secret tech of antifragile software
Iryna Dohndorf - Karakun




Time (sec) Time interval|Counts

RETRY PATTERN i +»E
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CIRCUIT BREAKER PATTERN

Goal: Fast detection of
errors

Unbreakable by design: the secret tech of antifragile software
Iryna Dohndorf - Karakun




FALLBACK PATTERN

Goal: Work around the error

Unbreakable by design: the secret tech of antifragile software
Iryna Dohndorf - Karakun




EXAMPLE FALLBACK PATTERN: LLM PROVIDER

2. Failed
L User Me-;aage LLMm re::luea+

LLM
Provider

3. Retry aFter dem}r:
- Back ofF
- Circuit Breaker

4. Retry Logic sends
request akter delan_,i

—

5. LLM request Fails
after several retries

and time outs Default
resporise

Retries, back offs, and time outs for applications sending LLM requests.




EXAMPLE FALLBACK PATTERN: LLM PROVIDER

2. Failed to send
I User Mea;aﬂe LLM request F’\"'L-'.':II"H'? Guele

lert : rLim [z Lim | |2 LLM
}.-:I‘Pravider\ Provider| | Provider

4 DPetermines the next
LLM provider from the
gueue

3. Get a next available
LLM F-'rm-fider

K
.
[ Fail Over -

Logic -

o

5. Every LLM provider
Fails aFter several pelault
retries and time outs response

The LLM provider fail over mechanism using the priority queue.




EXAMPLE FALLBACK PATTERN: LLM PROVIDER

Excerpt from the application.properties file. Provider priorities
lim.providers.openai.priority = 1, and lim.providers.ollama-local.priority = 2 are hard
coded.




EXAMPLE SELF-HEALING: LLM PROVIDER COOL DOWN

Put inte cool down C.c:n-ﬁ.ﬂ Store

2 Pric 3 Prio regsiry

L Dpenﬁgz;equesﬁ_ﬁ [Gpm"d}[ {;{;ﬁ ] [ Cllarma ] - —r | |

ira s L Opendd Codl down time - Gh

Z. o Gemini . - oo '
r'ea:b;.ﬂl;s?aii — [m[ﬂm] — [gsﬁg‘f] [OPEMI} |}

L 3 ﬁmﬂe femir. Cool down 4ime

V C-an-lﬂ. Store

2 Ollarma i ghpﬂnﬂl Cool down time
® B | I Prio Z. Prioc , Cloogle Gemini Cool daonwity
- e
3
Google
[ Gemini ] [ i ] AT

"..Cool down expires: Google
Gueus Gemini is availakle again




Source: https://netflixtechblog.com/building-a-resilient-data-platform-with-write-ahead-log-at-netflix-127b6712359a

Coache
4. Serd to @ cache.set_ttl("user:123", extended_tt1=86400)

‘tmrﬁfe,"t

DB . .
— Example Failure: ABORT fault at /api/inventory/check caused
OrderService to crash

Queue

@CircuitBreaker(name = "inventory", fallbackMethod = "fallback")
@Retry(name = "inventory", fallbackMethod = "fallback")
private InventoryStatus checkInventory(final String productId) {

Upstream return restTemplate. (
AFF inventoryServiceUrl + "/check/" + productld, InventoryStatus.class);
¥
private InventoryStatus fallback(final String productId, final Exception e) {
\ ("Inventory check failed, using cached value", e);

return inventoryCache. (productId, InventoryStatus.optimisticDefault());




THAT WAS JUST A SMALL SELECTION....
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Quelle: http://alex-ii.github.io/notes/2019/04/22/7_quests_resilient_design.html



N —
~§
REDUNDANCY

Why is redundancy a necessary feature of antifragile systems?

* Increased Reliability

* If one subsystem fails, another subsystem takes over its function

* Increased Dependability and Availability
* Redundant systems can detect and correct errors (fault tolerance)

* Systems can learn from errors and adapt (self-healing)

e Reduction of overloads



DIVERSITY

No
redundancy

Redundant system

Redundant and
diversified system

O—000—©
O— 000 — @
O—000— 00

Various
modules

Quelle: Kjell Jgrgen Hole: Anti-fragile ICT Systems

Identical modules

Different realizations of
almost the same functionality

Unbreakable by design: the secret tech of antifragile software
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Diversity reduces the
probability of
simultaneous failure
of many modules

Diversity prevents
errors from
spreading easily




OPERATING PRINCIPLES

* Antifragility is not achieved solely by a system on its own; various aspects of
operation and development processes are equally relevant.

» Itisimpossible to predict all negative effects on a system during
development.

* Applying the principles of modularity, weak links, redundancy and diversity
makes it more difficult for errors to spread and allows local vulnerabilities to
be identified at an early stage.

» Identifying these errors/vulnerabilities and improving the system accordingly
ultimately leads to an antifragile system.

Unbreakable by design: the secret tech of antifragile software
Iryna Dohndorf - Karakun




OPERATING PRINCIPLES

* Continuous monitoring of the » Continuous
system and analysis of data to improvement of the
identify potential for improvement system based on the
: : : acquired information
* Collecting and analyzing log files to

identify errors and trends  Automatic delivery of

* The architecture of the system ?i?(deerrc;ringes to quickly
should be adaptable and able to
adjust to new requirements and
findings.

* Conducting penetration tests

Unbreakable by design: the secret tech of antifragile software
Iryna Dohndorf - Karakun




FAULT INJECTIONS




RESILIENCE TESTING VIA FAULT INJECTIONS

* Controlled failure simulation
* Runtime triggers
* Stress-testing systems by introducing faults

1. Compile-time injection: Altering logic to simulate
2. buffer overflows or invalid data inputs

3. Runtime injection: Network latency,

4. database disconnections, or memory exhaustions

Validates:
» failure modes, error-handling, redundancy, fail over mechanisms

Unbreakable by design: the secret tech of antifragile software
Iryna Dohndorf - Karakun




FAULT INJECTION & CHAOS ENGINEERING

* Chaos Engineering: more exploratory and systematic,
experiments on entire system
* Tools:
* Netflix's Chaos Monkey
* AWS Fault Injection Simulator
* Latency Monkey
* Netflix's Failure Injection Testing (FIT)
* AWS Game Days
* Toxiproxy

Unbreakable by design: the secret tech of antifragile software
Iryna Dohndorf - Karakun




FAULT INJECTION WORKFLOW

1. Target identification: Select critical components (e.qg., APIs, databases, microservices)

2. Fault specification: Define scenarios (network packet loss, API timeout, killing processes)
3. Fault application: Use tools to inject faults

4. Observation: Monitor system responses, recovery times, error rates

5. Improvement: Refine code, configs and architectures

Unbreakable by design: the secret tech of antifragile software
Iryna Dohndorf - Karakun




INJECTING FAULTS TO JAVA SPRING MICROSERVICES

Source: Camilo Veldzquez-Rodriguez et al.:Resilience Testing of Spring Applications via Fault

Spring Target Test Selected o
System , Detection Tests Injections
A B *
Inspect Maven Inject FlJ Injected Execute Tests &
- Modules = Testing (= into = Mndules+ Collect Resylts +| Report |
2 Commands 3 Modules | 9 J

.
Goal: Inject faults in the communication channels of Spring microservices — test
resilience

1. Test detection using @SpringBootTest, and classgraph
2. Manually written recipes

3. Aspect]: extracts the services’ info at run time recipes”s | | "recipes": |
when test makes an API call : "Abort": { : "Delay”: { ”
4. Simulates failure when matched services are called | ‘st “/ping', | LA
in tests S } : } "Time": 5000
Unbreakable by design: the secret te Lﬁ } 7}
Iryna Dohndorf - Ka: e




FAULT INJECTOR TOOL

Source: Camilo Veldzquez-Rodriguez et al.:Resilience Testing of Spring Applications via Fault

Injections

—_ +Hecipe - Recipe | Match against - Matched > Inject

= Parser Instructions Discovered Services Services Fault
\ 4 ) 8
Recipe E A H
o e

| Extracting Services |
I Service Extracted Method > Eﬁf:ggg |
| Extraction Service Extraction : |

Service
E F L, — 7 “ |

arvice .

l Mapping - ﬁ:&:}::g I
| |

Method
| ™ Ad?jrt:ss |
| || metnoa | |

Called

faults: {'webui-CategoryRest.java:16';: 3}
links: []

l

5808 Internal Server Error

Unbreakable by design: the secret tech of antifragile software
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FAULT INJECTOR TOOL

5 Recipe

Recipe
Parser

Recipe
Instructions

Match against
Discovered Services

Source: Camilo Velazquez-Rodriguez et al.:Resilience Testing of Spring Applications via Fault

Injections

Matched
Services

| Extracting Services

| Service

| Extraction
|6

E

Extracted
Service

| ) Service

Mapping

Method

— Extracted

Extraction

!

Extended

Service

Service
Mapping

Method
Address

Method
Called

1 @Pointcut("execution(worg. springframework.web.bind. annotation.RequestMapping * *(..))

4

Y

& @annolalion(mapping) ")

3 @Pointcul{"call{public * org.springlramework.web.client.ReslTemplate.gelFors{..)) " +

1

"I eall{public * org.springframework.web.clienl.RestTemplate.postFor+(..))

—r

"|| eall{public * org.springlframework.web.clienl.RestTemplate.pul{..})) " +

"&& within(eorg.springframework.web.bind. annotation.RequestMapping *)")

antifragile software
|

Inject
Fault

° 1. Uses Apect] pointcuts to
extract service mappings

2. TracePoint model with
classname, methodName,
targetURL, httpMethod,
serviceName

ulates exception, delay,
ification




FAULT INJECTION FOR LLM-ENRICHED
JAVA APPS

LLM API faults:

* Time outs, rate limits, token limits, malformed responses
Embedding faults:

* Dimension mitmatch, empty vectors, service unavailable
Vector Store faults:

* Connection failure, slow queries, wrong results

Tool Execution faults:

* Invalid outputs, and unhandled exceptions

Memory Faults:

* Context overflow, retrieval failure, corruption

Content Faults:

* Hallucination injection, safety triggers, format errors

Unbreakable by design: the secret tech of antifragile software
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CONCLUSION




WHAT WE COVERED

Definition & Motivation

Examples

Design Principles & Anti-Principles
Testing technique: Fault Injections

THANK YOU FOR YOUR
ATTENTION !
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